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(Source: https://ojotech.com/blog-post/managed-services-may-provide-true-systems-integration-for-critical-infrastructure/)

https://ojotech.com/blog-post/managed-services-may-provide-true-systems-integration-for-critical-infrastructure/


Introduction

(Source: https://www.openpr.com/news/2095593/critical-infrastructure-protection-market-precise-outlook)

https://www.openpr.com/news/2095593/critical-infrastructure-protection-market-precise-outlook


Energy

- Electricity (noticeably smaller 

influence of municipalities)

- Oil and oil products (noticeably 

smaller influence of 

municipalities)

- Natural gas (noticeably larger 

influence of municipalities)

(Source: https://www.airswift.com/blog/5-hr-challenges-in-the-renewable-energy-industry-and-how-to-overcome-them)

https://www.airswift.com/blog/5-hr-challenges-in-the-renewable-energy-industry-and-how-to-overcome-them


Transport

- Road, rail, sea, air

- Municipal roads 

- Control and safety: police and 

(inter)municipal (city) police 

- City-scheduled passenger 

transport

(Source: https://brighterion.com/mission-critical-artificial-intelligence-machine-learning/)

https://brighterion.com/mission-critical-artificial-intelligence-machine-learning/


Food

- Production, processing, 

distribution, sale → food chain

- Importance of shorter food 

chains

- Goal of municipalities: local 

food self-sufficiency → support 

for local farmers and protection 

of agricultural land

(Source: https://www.greenbiz.com/article/how-zest-labs-tracking-produce-reduce-waste)

https://www.greenbiz.com/article/how-zest-labs-tracking-produce-reduce-waste


Drinking water 
supply

- Water sector: Drinking water 

supply, water quality control, 

water quantity control 

- Constitution of the Republic of 

Slovenia (Art. 70): “Everyone 

has the right to drinking water”

- Provision of (quality) drinking 

water through self-governing 

local communities

(Source: https://www.phesco.com.ph/)

https://www.phesco.com.ph/


Healthcare

- Private and public healthcare 

providers

- Fundamental services

- Maintenance of health 

- Municipality and medical 

centers

(Source: https://www.networkworld.com/article/3545368/covid-19-pandemic-ratchets-up-threats-to-medical-iot.html)

https://www.networkworld.com/article/3545368/covid-19-pandemic-ratchets-up-threats-to-medical-iot.html


Finance

- Economic safety; banks, 

savings banks, stock market, 

etc.

- Increased usage of electronic 

banking

- Geographical distribution

- Effect on residents

(Source: https://servicechannel.com/blog/choosing-facilities-management-software-for-financial-sector/)

https://servicechannel.com/blog/choosing-facilities-management-software-for-financial-sector/


Environment 
protection

- Climate change, pollution, 

exploitation of natural 

resources, etc.

- Waste management

- Cleaning campaigns and 

awareness

- Environment and public health

(Source: https://pharmexpharmacy.co.za/covid-19/)

https://pharmexpharmacy.co.za/covid-19/


Information and 
communication 
networks and systems

- Exponential development

- Complex systems

- Regulation by law

- National or local actors?

- Indirect effect on population

(Source: https://www.frost.com/news/adoption-of-mobility-operating-systems-by-smart-cities-to-boost-economic-growth/)

https://www.frost.com/news/adoption-of-mobility-operating-systems-by-smart-cities-to-boost-economic-growth/


Conclusion

(Source: https://intecit.com/3-things-you-can-do-to-ensure-infrastructure-security/)

https://intecit.com/3-things-you-can-do-to-ensure-infrastructure-security/
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